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Cybersecurity 101: Basic Steps to Secure Network and Data

Even the most security-aware districts are experiencing security breakdowns due to proliferating threats. In this segment, we recommend basic know-how and specific approaches to secure your data, and then in other newsletter segments examine in depth products and solutions that will help you.  

Firewalls and anti-virus software are a partial solution, but they are not the answer. The solution begins and ends with your school administrators and staff. Your district must develop procedures for monitoring the networks and data. You need to train staff in security and privacy procedures and policies, and then get each of them involved in protecting your district’s cybersecurity on a continual basis.

Keep in mind that most districts now lack sufficient technical expertise to truly guard the safety and privacy of their systems and data and that hackers are becoming more sophisticated, but that does not absolve you of protecting your information. As security experts will tell you, people are the most basic threat, and you need to enlist all of your staff in protecting your district. Too many districts will rely on outside consultation about security without the all-important step of integrating absolute responsibility for security within district ranks from top to bottom.

Have one person be the chief cybersecurity officer. Designate one person who will be ultimately responsible for the security of district network and information. It is critical to have one person with “the-buck-stops-here” responsibility on this issue.

Create and implement a strong privacy policy that is in force from top to bottom in your district. Many districts incorrectly believe that they have such a policy in place, but most are lacking. A viable privacy policy is important because it lays out what assets you are protecting and explains the district responsibilities concerning those assets. 

Have a regular security audit performed in your district. A security audit assesses in detail the security of your district’s system, evaluates current risks, identifies vulnerabilities, and outlines how to fix these problems which put your district’s network and information at risk. It will tell you what is right and wrong with your district’s security and what to do to correct and keep on top of vulnerabilities. 

Develop an appropriate management structure that monitors your district’s network and data. Such a management structure is important so that those responsible for cybersecurity know where all the access points to your system are and so that any anomalies or compromises of the system show up instantaneously. Important management procedures and oversight must be established to keep up with and log necessary patches, any modifications or additions in software applications, and other changes to your network and information. 

Strongly consider having outside security monitoring if your own district is not up to the task. Many, many districts cannot maintain 24-7 security monitoring and round-the-clock technical support for cybersecurity.

Now let’s look at Products and Solutions in more depth. 

