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Cybersecurity is the critical issue of school technology right now. If you believe that the information and data in your districts is absolutely secure, think again. Network technology in schools is an accident waiting to happen. Today, the security safeguards of information and networks in many schools are “full of holes,” as one security official terms the situation.  Most schools have a false sense of security about your information and networks, and face a rude awakening in financial losses, legal trouble, penalties, and harmful effects to your records and operations. Data and network systems are more vulnerable then ever to threats, both external and internal. 

You need to understand this issue and get up to speed on what your schools must do. Protecting the privacy and integrity of all of your data and networks is crucially important – and no school can take a risk on this issue without major consequences.
The market for security tools, such as firewalls and monitoring devices, is growing, but expect an exponential growth and development in this market in the next 1-3 years in hardware, software, and services for network and data security. These will include new e-mail protection services, firewall supports, vastly improved user authentication and authorization systems, and other security products and tools. Also more schools, like companies, will hire managed security services that will handle the security of your enterprise from top to bottom. This market is growing dramatically, and will triple in the next four years, according to some estimates. 

You need to decide whether your network systems and data are secure enough; whether your command structure in top-level administration and IT is up to the task regarding security; should your district handle security in-house or hire outside managed services; whether you have established enough accountability in your district for security; and how your district can identify and remedy security flaws and vulnerabilities in light of bigger threats.    

In this newsletter, we tell you:

· why security is so important and what has changed;

· what you need to know right now;

· what security threats exist; and

· what products and services can help you.  

You will be held increasingly accountable for the privacy of your students’ and staff information. Schools are under pressure to increase connectivity and access among all of the stakeholders, and schools can’t simply lock down cyber systems on a regular basis. No Child Left Behind and other mandates push districts to compile, aggregate and disaggregate, and make available increasing amounts of sensitive data on students, and schools are now making much of this information available to parents, and the state and federal government. Meanwhile, security threats are more sophisticated and can do more damage, and networks are more vulnerable. School networks and data are under increasing threat due to the following: 

· external threats (e.g. viruses, spam, determined hackers);

· internal threats (staff or students’ compromising the system, improper use, student hackers);

· insufficient safeguards taken with the remote use of networks by administrators, teachers, and students from home and other locations;

· weaknesses and security flaws existing in the ways that academic and administrative records and systems have been blended; and 

· weak security in wireless systems. 

Child safety is the absolute primary concern. And schools must concern themselves with risks such as civil lawsuits, monetary penalties, and direct financial losses that arise out of security failures, according to John Tuomy, a national expert on cybersecurity and former member of the Board of Education at the Palo Alto Unified School District. Pending legislation could mean that you should be ready with a  “forensic-ready” audit trail that can document “if and when” a breach occurs, Tuomy said. 

Simply put, schools can expect an even tougher regulatory environment coming down the pike, and those that do not take proper precautions to keep your data and network secure risk lawsuits, penalties, and damage to your standing in the community. 

This situation is largely in direct response to the growing crime of identity theft, Tuomy says. Schools, which are gathering more and more student data, are an increasing target for hackers seeking to capture personal information.  “There is a huge moral and legal obligation to ensure that our systems are secure,” says John Collins, deputy superintendent of Poway Unified School District in California.

Schools lack information and know-how on the issue of network and data security. The Consortium for School Networking (CoSN) points out how the increased use of peer-to-peer data sharing, necessity for application interactions, and demand for equipment plug-and-play compatibility combined are making technology much more transparent. That makes it even more difficult to protect against cybersecurity threats. 

In this issue of Super Tech News, we:

· explain what a security audit is and tell you why it’s important to have a security audit done;

· examine privacy policies and procedures;

· provide information on leading security products on the market today; 

· tell you about the CoSN cybersecurity initiative, where you can gain information and tools; 

· look at a best-practices case study in a district that is performing and following through on a security assessment to protect its network and information.

In Cybersecurity 101, we give you some basics about what to do concerning network and data security. Then we break out the solutions and strategies more in depth in our Products and Solutions section, followed by a Best Practices article on security measures being taken in Poway, California. 

