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Products and Solutions

Note: The BLE Group does not endorse any of the products or companies listed below. These products and services were chosen to provide a representative sample of what is available in the area of cybersecurity.

When it comes to establishing strong security for your network and data, training, procedures, and policies matter as much as products and services. In this vein, we examine and focus on four key areas concerning security. The first looks at security assessments, and how more districts are taking this step to assess, identify, and fix the vulnerabilities of networks and data to external and internal threats. The second explores a program of self-assessment – the Consortium for School Networking (CoSN) cybersecurity effort, which seeks to give schools the tools, know-how, and communication exchange to institute strong security practices and policies. In the third segment, we take a look at a representative sample of products and services in the security realm. Fourth, we focus on school privacy policies in maintaining security of data, their importance and what they are. To access each segment, check out the following:

· Security Assessments

· Self-Assessment: CoSN’s Cybersecurity Initiative

· Products and Services

· Privacy Policies

Security Assessments

A security assessment is an important step in finding, identifying, and fixing the vulnerabilities of your network and data to external and internal threats. You would be well advised to consider a security audit. Provided you go about it carefully, it is money well spent. Let’s examine exactly what a security assessment is, the process, and why it is important in terms of keeping your network and data safe, especially in preventing the disclosure of super-sensitive and vital student and staff data. 

State and federal regulators are increasingly demanding that school districts certify that their networks and information are secure. Schools that do not take proper precautions to secure data run the risk of heavy penalties and financial losses. Through a security assessment, you can find out exactly what is and isn’t secure with your network and information, and what must be done to tighten security – whether it is a system-wide vulnerability or a problem in procedures that risks your district’s information and credibility. It is critical for you to learn about security audits, especially in light in rapid technology change, the expansion of wireless, the ways in which hackers continually adapt to safeguards and devise new tactics, and the regulations governing privacy and security.  

A security assessment analyzes the risks and identifies and describes the vulnerabilities in a system, and then offers practical, detailed remediation recommendations. A standard security assessment will include an examination of the following facets of your network and data (this is not an all-inclusive list, but will give you an idea of some of the items that are analyzed):

· security policies and processes

· privacy policies 

· privacy data handling

· security controls

· technology infrastructure

· physical site security

· authentication systems

· Internet vulnerability assessment

· application security controls

· application source code examinations

· policies, procedures, and controls regarding wireless deployment

· identification of unauthorized access points

· possible memory leaks

Remember that a good security audit will give you not only a detailed listing of vulnerabilities and issues, but also a well-done executive summary that can capture what needs to be done to maintain security consistently.

Farm9, an Oakland, Calif.-based corporation that delivers information-security services and also makes available a managed security services provider, is a company that provides security assessments to clients, both inside and outside of the education field. In this newsletter, we take a look at Farm9’s security assessment solution as one example of a security audit, and then below list a selected sample of other companies that perform security assessments. 

Farm9 structures a security audit in three phases. To sum up, the first phase is an examination of an enterprise’s policy, procedures, and roles – for instance, what type of privacy policy is in place, who is doing what in terms of the network on a daily basis, etc. Secondly, vulnerability testing is performed, both internally and externally from outside any enterprise’s (for instance, a school district’s) network. Those conducting the testing sit outside of a network and see what can be seen without authorized access, according to Guy Morgan, founder and head of Farm9. The third phase examines the network configuration, checking the setup in great depth and looking for any vulnerability.

The components of the security assessment are the following:

· Internet vulnerability assessment – This identifies risk and exposures to the Internet through an external penetration test.

· Enterprise assessment – This identifies the risks and exposures of the internal shared systems.

· Application assessment – This is an in-depth testing of a business application to be sure all exposures are addressed.

· Partner due diligence assessment – This identifies any risks and exposures where financial transactions flow between businesses and other enterprises. It gives an overview of the adequacy of any partner’s security.

From this assessment comes a risk and cost matrix. Farm9 delivers a vulnerability report with prioritized matrix of weaknesses that can be exploited, recommended fixes, and technical references. Farm9 also presents a detailed report of network security tests and a best-practices certification, if best practices are met. The company completes a detailed how-to-fix document handed over to the client, and follows up with on-site briefings. The recommendations can range from where a certain necessary patch can be obtained and how to do the patch to suggested changes in a security procedure to make it stronger. 

The initial assessment phase is very focused, and depending on the size of a school district and the number of people sent in by Farm9, is normally completed within two weeks. Then in a subsequent follow-up time, Farm9 presents the above deliverables.

A print report and data CD are given to the client from the assessment. Larger school districts are the ones tending to get security assessments currently, while among small and mid-sized districts, it tends to be the “early adopters” of technology securing these valuable assessments. 

Poway Unified School District in California is one system that has engaged the services of Farm9 for a security assessment. We take a look at Poway’s efforts in our Best Practices segment. For more information on the Farm9 security assessment, check out:

http://farm9.com/pdf/Assessment.pdf
Following is a sample of some other companies that perform security assessments:

BAI Security

Naperville, Ill.

http://www.baisecurity.net/
SecuritySpace

Burlington, Ontario, Canada

http://www.securityspace.com/smysecure/
Symantec

Cupertino, Calif.

http://www.symantec.com
Self-Assessment: The CoSN Cybersecurity Initiative

In the view of the Consortium for School Networking, cybersecurity is a critical issue that schools must not leave to outsiders. It is up to school boards, superintendents, and chief technology officers to assume the leadership to keep their learning communities and their virtual learning environment safe from a set of new threats. And, it’s up to everyone in the district to remain involved. To this end, you need to know about the “Cyber Security of the Digital District” initiative of CoSN, in partnership with Mass Networks Education Partnership. 

This program aims to help schools keep sensitive data from unauthorized access; make networks safe from attacks by viruses or being used as platforms for attacks on other systems; and protect schools from liability for copyright infringement on the part of school users. 

In CoSN’s view, the project is needed because schools have been transformed from stand-alone digital islands to sophisticated networks using data-driven decision making and interconnections between school users and the rest of the world. There is a lot of new information out there about security, but much of it doesn’t deal sufficiently with the specific needs of K-12 schools – yet the threats are increasing. It’s an absolute “huge issue,” notes Keith Krueger, CoSN’s executive director. More than two-thirds of all networked computers get struck by a virus each year, and half of reported system damage comes from within an organization. Yet, few school leaders are fully prepared to deal with the growing responsibility to make sure data and networks are protected and to respond appropriately should an attack or breach occur. 

The CoSN initiative emphasizes that schools not cut corners or dollars and be sure to invest sufficient amounts in cybersecurity, despite budgetary pressures. Schools need to employ Total Cost of Ownership (TCO) analysis regarding expenditures for digital security. CoSN seeks to raise the level of self-responsibility and awareness, and to emphasize the need for schools to engage the entire staff in keeping networks and data safe and operational. If schools are not proactive, in all likelihood they will face more regulatory action and invite the kind of chaos that has happened in the health-care industry concerning the rules governing privacy of sensitive information. 

Schools must start internally by pulling together stakeholders, defining what it is that you need to protect, taking an asset-based approach, and determining who might attack these assets and the existing vulnerabilities, according to Steven E. Miller, project director of the “Cyber Security” initiative and executive director of Mass Networks Education Partnership (MNEP). 

The multifaceted CoSN project will equip schools with tools, vendor-neutral information, resources, ongoing professional development, and sharing of best practices from schools that are implementing sound approaches in digital security. The project is creating a toolkit that will help educators to understand the issues around network security, explain the problem to other stakeholders, assess their own situation, and begin to reduce their schools’ risks. Central to the self-assessment piece is a checklist schools can use to assess their own digital assets, strategies, and processes. 

CoSN is developing a Web site that will provide tools and information for policymakers and IT leaders; other tools such as slide shows that decision makers can use to engage and train district staff and teachers; workshop curriculum; and an online newsletter that will keep leaders informed about the latest developments in cybersecurity. The initiative also plans professional development including face-to-face workshops.

There are several steps that the project emphasizes in self-assessment of security readiness. First is the issue of physical security of one’s network and information systems and a basic asset inventory. This asset inventory includes several categories, such as equipment, wires, and connections; data; operational systems; and people. Secondly, decision makers and technology directors must analyze each of the assets’ vulnerabilities and prioritize in order to focus limited resources on what will provide the most benefits in security. Miller calls it the “80-20 rule: What are the 20 percent of things that will have 80 percent of impact?” Third is risk assessment and risk reduction, complete with an action plan. Fourth, schools must prepare for the fact that even if the strongest security protections are implemented, some breaches are inevitable. This is the crisis-management component, and addresses how schools should handle intrusions and breaches, how can damage be minimized, and preventing a recurrence. Dealing with a crisis and preventing it from occurring again involves three types of activity: dealing with technology, reforming policy, and working with people, according to CoSN. 

Factors such as the growing use of wireless and PDAs are severely testing the limits of school security and will only do so more in the next couple of years. The technical community has a “glimpse” of the problems schools are facing, Miller says, but people are discouraged and need support and resources from school boards and the community. It is in this environment that the CoSN initiative has been launched to develop leadership and action in the educational community on cybersecurity. To find out more:

Cyber Security for the Digital District

http://securedistrict.cosn.org/index.html
Consortium for School Networking

http://www.cosn.org
Mass Networks Education Partnership
http://www.massnetworks.org/
Products and Services
There are many security vendors in this market space who perform network monitoring and management or offer firewall and VPN solutions. Some deliver combinations of these solutions and branded products. We are providing a large representative list of the companies. 

First, however, let’s have a look at some definitions. A VPN is a virtual private network, which denotes an entity – such as a company or district – using the Internet or some public telecommunications infrastructure to provide remote users and offices with secure access to their organization’s network. A VPN, if well designed, is intended to improve security and operational costs over traditional leased lines to maintain a wide area network (WAN). A VPN works by using a shared public infrastructure while establishing privacy through security procedures and what are known as tunneling protocols.
For more information on how a VPN works, check out:

http://whatis.techtarget.com/definition/0,289893,sid9_gci213324,00.html
A firewall is a set of programs that protects the resources of a network from users from other networks. It is located at a network’s gateway server and essentially prevents outsiders from having unauthorized access to its own data resources as well as controlling what outside resources the internal users have access to. Network firewalls may be software programs, hardware devices, or a combination of software and hardware.  

For more information on how a firewall works, check out:  

http://searchsecurity.techtarget.com/sDefinition/0,,sid14_gci212125,00.html
Following is a representative list of branded products and solutions. (We have placed these companies in categories for ease of checking them out and because many have a primary offering or solution. However, many of these companies are crossovers in that they combine offerings in a couple categories and also market solutions in areas such as desktop security.)

Firewall, VPN, and VPN Alternative Solutions 

Authentica 

Waltham, Mass. 

Authentica, Inc. provides Enterprise Digital Rights Management (E-DRM) software for secure collaboration, publishing, and persistent control of intellectual property throughout its lifecycle. Information owners can control how recipients handle e-mail and documents after delivery, no matter where they reside.

http://www.authentica.com
Check Point Software Technologies 

Redwood City, Calif. 

Through its Next Generation product line, the company delivers a broad range of perimeter, internal, and Web security solutions that protect business communications and resources for corporate networks and applications, remote employees, branch offices, and partner extranets.
http://www.checkpoint.com/
NetScreen/Neoteris 

Sunnyvale, Calif. 

NetScreen Technologies, Inc., is a leading developer of network security and access solutions for all types of enterprises and carriers. As a result of the purchase last November, Neoteris became NetScreen 's Secure Access Products Group. NetScreen has a complete spectrum of dedicated, purpose-built security infrastructure products, including firewalls and VPNs, antivirus, intrusion detection/prevention, and secure meeting appliances.
http://www.neoteris.com/ind_sol/education.html
Secure Computing 

San Jose, Calif. 

Secure Computing markets a comprehensive array of products and solutions in firewalls and VPNs, Web filtering, strong authentication, and network and security services. The company can provide advice, assistance, and rapid assessment of the current state of your network security. SafeWord PremierAccess is a complete solution that positively identifies users through strong authentication, and it controls access to protected resources using role-based authorization.
http://www.securecomputing.com/
SonicWALL 

Sunnyvale, Calif. 

SonicWALL Internet firewall/VPN security appliances support an array of security applications and deliver firewall and VPN solutions. SonicWALL firewall/VPN software integrates with a comprehensive array of security applications to maintain a complete Internet security solution.

http://www.sonicwall.com/products/index.html
Symantec

Cupertino, Calif.

Symantec is a global provider of client, gateway, and server security solutions for virus protection, firewall and VPN, vulnerability management, intrusion detection, Internet content and e-mail filtering, and remote management technologies and security services to enterprises. Its security services include: consulting services including security assessments; managed security services; and early warning services. Symantec supplies security solutions for all tiers of a network: at the gateways between the network and the outside world, at the servers that act as the network's vital organs, and at end-user devices including desktop PCs, laptops, and handheld devices.  

http://symantec.com
Network Analysis and Monitoring

FortresGrand 

Plymouth, Ind. 

FortresGrand makes a suite of customizable software solutions for security and monitoring. These solutions include: Fortres 101, desktop security software; Central Control, which provides remote administration of Fortres Grand security products; Historian, a single solution for recording, monitoring, and auditing computer use; and Total Protection, for complete lock-down security. With the company’s Cooler 2 monitoring and management tool, an administrator can change the behavior of certain applications; it allows schools and other enterprises to block the use of selected functions in programs and prevent users from making changes in programs or files.
http://www.fortres.com/index.html
Internet Security Systems 

Atlanta, Ga. 

ISS’ focus is on Internet security software, security appliances, and security services protecting against threats to networks and information. Internet Security Systems offers professional services to work with organizations in planning and implementing network security solutions. The Proventia Enterprise Protection Products of ISS establish security by performing the functions of multiple security technologies from a single protection engine. In addition to Proventia, Internet Security Systems makes available a complete suite of Managed Services for network security.  Through global X-Force Security Operations Centers (SOCs), ISS does 24/7/365 monitoring and management.
http://www.iss.net/
Network Instruments

Minneapolis, Minn. 

Network Instruments is a developer of network management, analysis, and trouble-shooting solutions. The company’s Observer family of products combines a comprehensive management and analysis console with high-performance Probes to give integrated monitoring and management for the entire network (Ethernet, Gigabit, Wireless, and WAN). The new Advanced Multi-Probe lets multiple administrators collaborate by viewing a single interface from different locations. The company’s new product line also includes a Wireless Site Survey Mode offering seamless, consecutive channel scanning of 802.11a/b/g networks.
http://www.networkinstruments.com/
Packeteer

Cupertino, Calif. 

Packeteer is a provider of application traffic management systems that enable enterprises to gain visibility and control of networked applications, extend network resources, and align application performance with the enterprise’s priorities. The application traffic management systems include solutions to establish protection for students in terms of peer-to-peer file sharing; control Internet gaming and other recreational traffic; and address security and performance issues of e-learning applications used by schools.
http://www.packeteer.com/
SecuritySpace

Burlington, Ontario, Canada 

SecuritySpace specializes in Internet networking security auditing services; network monitoring services; Internet research reporting; and integrated Web solutions and application development for secure data transactions. The company has multiple monitoring points from the United States, United Kingdom, and Canada and gives 24-7 monitoring of a variety of devices.

http://www.securityspace.com/sspace/index.html
Vericept

Englewood, Colo. 

Vericept Corporation is a provider of information protection and content privacy solutions. The company’s Vericept Intelligent Early Warning (VIEW) network-monitoring solutions establish visibility to inappropriate activity, policy enforcement risks, and information leaks across all forms of Internet traffic, including Web, e-mail, chat, IM, FTP, bulletin board postings and telnet in real time. VIEW passively monitors network traffic of devices connected throughout school facilities and gives network administrators a concise report of activities that have been previously determined inappropriate by the districts.

http://www.vericept.com/main.shtml
Network Management 

Altiris 

Lindon, Utah 

http://www.altiris.com/home.asp
Apple 

Cupertino, Calif.

http://www.apple.com/
Cisco Systems 

San Jose, Calif. 

http://www.cisco.com/
Dell 

Round Rock, Texas 

http://www.dell.com/
Gateway 

Poway, Calif. 

http://www.gateway.com/index.shtml
Hewlett-Packard 

Palo Alto, Calif. 

http://www.hp.com/
Microsoft 

Redmond, Wash. 

http://www.microsoft.com/
Netopia 

Emeryville, Calif. 

http://www.netopia.com/
Novell 

Waltham, Mass. 

http://www.novell.com/
Sun Microsystems 

Santa Clara, Calif. 

http://www.sun.com/index.xml
Privacy Policies
Many schools have no understanding about what a true and strong privacy policy should be. Privacy policies and procedures are a crucial component of your district’s security. It does not suffice simply to proclaim that you will protect the privacy of students and staff. 

Laws such as the Family Educational Rights and Privacy Act of 1974 (FERPA) address this area. While FERPA lays out exact responsibilities of schools with regard to student information, the No Child Left Behind Act amended FERPA to further guard confidentiality. 

You put students at risk, as well as make your district vulnerable to financial losses, damage to community standing, and monetary penalties by not taking appropriate steps to protect the integrity and security of student records, including establishing a strong privacy policy.

John Tuomy, a security expert and former member of the Board of Education for the Palo Alto Unified School District in California, said that a solid privacy policy defines and explains exactly what student records are and outlines the requirements that hold a district responsible for privacy of records. The policy should also explain what confidentiality, release of information, and access are. There should be a designated leader in the district who is responsible for privacy of student information and data. Also, all staff must be trained thoroughly in the guidelines and standards for the district’s privacy policy.

It is important to address the following questions:

· Is your privacy policy adequate?

· Has it been updated to reflect current regulations and procedures?

· Does it thoroughly and adequately serve the goal of protecting vital information from unauthorized access, use, or distribution?

· Are your privacy protections and procedures absolutely up to date in terms of the district’s network infrastructure, levels of responsibility among staff, applications, and data?  

