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Best Practices: Network Security – Poway Unified School District

Poway Unified School District (PUSD) in California already had been leaning toward having a security analysis performed of its network infrastructure and applications, but when a high school student hacked into its computer system, the district decided there was no more time to waste. In August 2003, PUSD had a security assessment performed by Farm9, a California company that specializes in network and information security. This analysis and its findings are being used by PUSD to identify vulnerabilities from top to bottom within the network infrastructure and applications and to guide the district in the procedures and fixes needed to have a secure network environment on a continual basis. 

Many industries, such as banks and financial institutions, conduct security assessments as a common business practice, but schools have not done so for the most part. PUSD has been a pioneer district in educational technology. The district has nearly 33,000 students, 31 different school sites, about 3,400 employees, and 10,000 computers throughout the district.

PUSD leaders, including Charlie Garten, executive director of Educational Technology and Information Services, and Deputy Superintendent John Collins, say the security assessment has been invaluable. They explain the process and what lessons are being learned through the audit.

While the district had been moving toward having a security assessment done, the security break-in definitely accelerated the situation. PUSD Superintendent Don Phillips got squarely behind the proposal to have a security analysis, and after it was approved, in August 2003, Farm9 came in to perform the audit. The assessment looks at all systems and apps closely, analyzes the risks, identifies and describes the weaknesses in a system, examines an enterprises’ policies and procedures, and culminates in detailed remediation recommendations. Everything from authentication procedures, Internet vulnerability, and wireless deployment to application source code and network infrastructure comes under scrutiny. 

The assessment includes three main phases: 

1) In-depth review of policies, procedures, and roles; 

2) Step-by-step vulnerability testing in which those doing the assessment sit both inside and outside of the firewall and determine what can be accessed without authorization and where security flaws exist; and  

3) Close-up examination of the network configuration and other educational technology assets of the district.

The actual audit took approximately two weeks, Garten says. PUSD then was given a written report three weeks later and since then, has been going through a months-long process to follow up on and address all of the issues and problems raised by the security assessment. The audit report is about 200 pages long, and a 10-page executive summary and priority list are providing a foundational blueprint of where PUSD should proceed. The cost to PUSD has been approximately $40,000, but the funds are well spent, say those involved.

Among some of the facets of the security assessment Garten cited were the following:

· Firewall: Farm9 tested and gave PUSD a good rating on its firewall.

· Wireless: The firm also assessed the security of the district’s wireless deployments. Wireless is a major security challenge, and Farm9 made security recommendations concerning the district’s wireless technologies.

· Patches: Farm9 had PUSD do different Microsoft patches and then rated those implementations.

· Software apps: PUSD learned how some software applications were compromising security because there were back-door ways to get passwords, and found out how to address and fix this vulnerability. A security evaluation of software applications that are being implemented is paramount. 

Farm9 also recommended the appointment of a CSO – a chief security officer. A district needs one top-level “powerful” person in charge who – if the district’s system is hacked or compromised in any way – has to be in the position to say, “shut it off,” if necessary. Secondly, a district needs to delineate a second role, that of someone who clearly has responsibility on the execution and maintenance side to make sure that all necessary patches, monitoring, and appropriate security policies and procedures are performed and in place. 

PUSD is going out to bid on various recommendations made in the security assessment. The district is also taking other immediate steps called for in the assessment to ensure that its data warehouse and network will be secure as possible, and that security procedures are modified per the audit’s recommendations. Policies and procedures were one of the main thrusts of the security assessment, and will be a top priority.

The district is also in the process of getting a company that will monitor its network 24-7. 

As Garten explains, PUSD, like other districts, was aware that there were possible security flaws, but performing an assessment allowed Poway to know the extent and exact nature of these flaws – and how they can be addressed. “You can think you have a handle on it, but until you do one of these, you just don’t know how huge the problem is,” he says. While a number of the security fixes are not cheap, the risk of not doing them for any district could be much more expensive, in lost time and records, penalties, lawsuits, or other problems. And as rules have changed and districts are under far greater pressure and impetus to share data, districts have a huge obligation to parents, students, and the community to keep such data confidential. For these reasons, a security assessment is a crucial tool in establishing a safe, secure environment. 

“The fact is, we are doing due diligence,” Garten says. The audit process is not a one-time action; PUSD plans to do another security audit in another 12-18 months. It is an essential process in attempting to keep up and maintain strong security since there are new hardware and software being deployed at all times, many applications being added, and especially because hackers are constantly devising new ways to break in and get around existing security. 

Garten and Collins, in going through the security assessment at Poway, say the process is well worth it.   
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